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Welcome to WAPT’s official documentation by Tranquil IT, last compiled on 2023-01-10.
Click here for a PDF version of the complete documentation.
WAPT is a software deployment tool whose core set of features is licensed under the GPLv3.

WAPT exists in two flavors, WAPT Community and WAPT Enterprise.
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CHAPTER
ONE

SECURITY CERTIFICATION

VISA

DE SECURITE

Fig. 1: Security Visa from ANSSI dated 14th of February 2018 for WAPT Enterprise Edition 1.5.0.13
Cybersecurity solutions are many and diverse, but not all of them offer the same level of effectiveness, robustness and trust.
Security Visas that the French cyberdefense agency, ANSSI, delivers allow to identify more easily the most reliable security solutions. They are
recognized as such after having been evaluated by approved laboratories following a rigorous and recognized methodology.



https://www.ssi.gouv.fr/administration/certification_cspn/wapt-entreprise-v-1-5-0-13/
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CHAPTER
TWO

SECURITY CERTIFICATION FROM FRENCH CYBERDEFENSE AGENCY
ANSSI

Following its first level security certification obtained on 14 February 2018, WAPT has been prized with a higher level certification
from ANSSIL.



https://www.tranquil.it/wp-content/uploads/qualification-anssi-tranquil-it.pdf
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CHAPTER
THREE

MAIN FEATURES

For System Administrators:

* install software and configurations silently;

* maintain up to date an installed base of software and configurations;

* configure software at the system and user level to reduce the load on support teams;

* remove unwanted or out of cycle software and configurations silently;

* give Users more autonomy to install software safely and reliably;

* reduce as much as possible the consumption of bandwidth on remote sites to preserve it for productive uses;
For IT Security Officers

* pilot the software installed base to converge to a security standard acceptable to the Organization;

e prepare your enterprise for the coming GDPR and help your DPO keep his register of data processing, because you two will
become close colleagues;

* to no more tolerate machines operating in Administrator mode;
* reduce the level of exposure to software vulnerabilities and lateral movement attacks;
* bring up audit indicators for a better knowledge of the state of installed IT devices and their global security level;
* be prompt to deploy updates to react to cyber attacks like Wannacry or notPetya;
For End-Users
* have your software configured to work well in the context of your Organization and trust that they will work correctly;
* reduce your need for support by your IT teams, whose reaction times are often long because of their workloads;

* have better working and more predictable IT systems because of standard software configurations;



https://en.wikipedia.org/wiki/General_Data_Protection_Regulation
https://en.wikipedia.org/wiki/Network_Lateral_Movement
https://www.us-cert.gov/ncas/current-activity/2017/05/17/ICS-CERT-Releases-WannaCry-Fact-Sheet
https://www.us-cert.gov/sites/default/files/publications/MIFR-10130295.pdf
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CHAPTER
FOUR

SOURCE CODE REPOSITORY

You may access the source code by visiting Tranquil IT’s GitHub repository located at https://github.com/tranquilit/ WAPT.



https://github.com/tranquilit/WAPT
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CHAPTER
FIVE

HOW TO CONTRIBUTE?

You may want to have a look at our contribution guide.

1
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CHAPTER
SIX

WAPT SUPPORT AND TRAINING

* commercial support: https://www.tranquil.it/
e forum: https://forum.tranquil.it/

* mailing list: https://lists.tranquil.it/listinfo/wapt

6.1 Introduction to WAPT

6.1.1 For what purpose is WAPT useful?

WAPT installs, updates and removes software and configurations on Windows devices. Software deployment (Firefox, MS Office,
etc.) can be carried out from a central server using a graphical console. WAPT is taking many ideas from Debian Linux apt package
management tool, hence its name. WAPT Community Edition is distributed under the GPLv3 license. Enterprise Edition is
distributed under a proprietary license.

WAPT is intended to help IT administrators manage their deployed base of computer desktops, laptops, tablets running a Microsoft
Windows client (from XP to 10), their deployed base of Windows servers (from 2003 to 2019) or their deployed base of Windows
Intel tablets.

Private companies of all sizes, Colleges, Schools, Universities, research labs, local and state governments, Hospitals, city hall, state
ministries are successfully using WAPT.

WAPT exists in two versions, Community and Enterprise.

WAPT is very efficient to address recurrent Flash and Java update needs and it is often to cover that basic need that WAPT is
initially adopted; it then becomes a tool of choice for the sysadmin’s daily tasks.

If you’re a developer, WAPT can help you configure your development environment on your computer as Chocolatey / NuGet
can do.

6.1.2 The genesis of WAPT

Our assessment after 15 years of IT management

Managing large IT installed bases of Microsoft Windows computers is today a difficult task in a secured environment:
e common ghosting methods (Clonezilla or Ghost) are efficient on homogeneous IT infrastructures with roaming user profiles;

* deployment software (OCSInventory or WPKG) can broadcast software but does not easily allow software level or user level
customizations that are useful to prevent or limit user support requests;

13
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* software from smaller vendors often need Local Administrator rights to run properly;

* currently available solutions to address theses 3 problems are either too expensive or too inefficient, and they are in every case
too complex;

WAPT development hypotheses and motivations

The development of WAPT is motivated by these two principles:
* what is complicated should be made simple;
¢ what is simple should be made trivial,
WAPT relies on a small set of fundamental hypotheses:
* sysadmins know script languages and WAPT has chosen Python for the depth and breadth of its libraries;

» sysadmins who have little experience with scripting languages must find inspiration in simple and efficient examples that they’ll
adapt to fit their needs;

 sysadmins must be able to communicate on the efficiency of their actions to their superiors and report process gaps to internal
or external auditors;

* sysadmins must be able to collaborate with their IT team in full trust; thereby WAPT local repositories provide signed packages
they can trust to be deployed on their network. Alternatively, they can choose external repositories providing them the security
guarantees they consider sufficient;

* sysadmins are aware that user workstations serve business purposes and some customizations must be possible. The adaptation
of the infrastructure to the business needs is facilitated by the notion of groups; it allows to select a large number of machines
to customize their configuration;

6.1.3 Fundamental principles

Package/ Repository principle

WAPT packages

A WAPT package structure is similar to Debian Linux .deb packages. Each WAPT package includes the binaries to be executed and
the other files it needs.

A package is easily transportable.

Here is how a WAPT package looks:

WAPT repositories

Packages are stored in a web repository. They are not stored in a database.
They are served by the Nginx web server, available with Linux and Windows.

The Packages index file is the only thing necessary. It lists the packages available on allowed repositories and some basic infor-
mation on each package.

That mechanism allows to easily set up a replication process between multiple repositories.

14 Chapter 6. WAPT support and training
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Fig. 1: WAPT package structure
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Types of WAPT packages

There are 7 types of WAPT packages:

WAPT

Fig. 2: Anatomy of a simple WAPT package

Base packages

They are classic software packages.

They are stored in the web directory https://srvwapt.mydomain.lan/wapt/.

Group packages

They are groups/ bundles of packages.

Hint:
* a group / bundle of softwares often corresponds to a host profile (ex: accounting);
* a group of hosts often corresponds to a room, building, etc;

* a host can be a member of several groups (ex: one or more hosts profiles in the same room in a building);

They are stored in the web directory https://srvwapt.mydomain.lan/wapt/.

Host packages

Host packages are named after the UUID of the computer BIOS.
Each host will look for its host package to know the packages that it must install (i.e. dependencies).

They are stored in the web directory https://srvwapt.mydomain.lan/wapt-host/.

16 Chapter 6. WAPT support and training
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Unit packages

New in version 1.6: Enterprise
Unit packages bear the complete name of OU (Organizational Unit), example: OU=room1,0U=prod,QOU=computers,DC=mydomain,DC=laj
By default, each computer looks for the unit packages that the host belongs to:
¢ OU=room1,0U=prod,0U=computers,DC=mydomain,DC=lan;
* OU=computers,DC=mydomain,DC=lan;
* DC=mydomain,DC=lan;
and then installs the list of associated dependencies.
Unit packages are stored in the web directory https://srvwapt.mydomain.lan/wapt/.

Unit packages are not explicitly assigned to the host (i.e. as dependencies in the host package) but are implicitly taken into account
by the WAPT agent dependency engine during the WAPT upgrade.

Note: If the computer is removed from an Organizational Unit, obsolete unit packages will be removed.

waptwua packages

waptwua packages contain the list of authorized or prohibited Windows Updates.

When this package is installed on the endpoint, the next update scan performed by WAPT will choose Windows updates based on
this filtering.

If the host has several waptwua packages, then WAPT will merge all package rules.

When this package is installed on the host, the next update will scan for official Windows updates applicable to the host based on
this filtering.

They are stored in the web directory https://srvwapt.mydomain.lan/wapt/.

selfservice packages

New in version 1.7: Enterprise

selfservice packages contain a list of groups or users (Active Directory or local) and their associated lists of authorized packages that
Users are allowed to install by themselves.

They are stored in the web directory https://srvwapt.mydomain.lan/wapt/.

6.1. Introduction to WAPT 17
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profile packages

New in version 1.7: Enterprise
profile packages are similar to group packages.

However, profile packages work a little differently and are most useful when an Active Directory Server is operating within the
Organization:

* the WAPT agent will list the Active Directory groups where the host belongs;

« if a profile package has the same name as the Active Directory group, then the WAPT agent will install automatically the profile
package for the Active Directory group of which it is a member;

If the host is no longer a member of its Active Directory group, then the profile package will be uninstalled.
Profile packages are stored in the web directory https://srvwapt.mydomain.lan/wapt/.

Profile packages are not explicitly assigned to the host (i.e. as dependencies in the host package) but are implicitly taken into account
by the WAPT agent dependency engine during the WAPT upgrade.

Note: For performance reasons, this feature is enabled only if the use_ad_groups option is enabled in wapt-get .ini.

Dependency mechanism

In WAPT everything works on the principle of dependencies.

By default, the WAPT agent will look for its host package. The host package lists packages to install on the computer.
The host package is correctly installed when all its dependencies are satisfied.

Each sub-dependency must be satisfied to satisfy an upper-level dependency.

When every dependency is satisfied, the host notifies its status to the WAPT Server and its indicator turns OK and green in the WAPT
console, meaning the host has the host profile that the Administrator or Package Deployer has defined for it.

E pc-gestion.mondomain.local.wapt E pc-compta.mondomain.local.wapt
l;l C287AD31-6B27-D8FE-E819-4E1493A5BBEY 6BBAFDB3-DE89-4D4C-B6CY-AB1ES445A752
WAPT,
WAPT WAPT WAPT WAPT
grp-compta tis-paint.net tis-freemind tis-geogebra

/N

tis-ciel tis-sage tis-dotnetfx4.6 tis-java

Fig. 3: Conceptual diagram of the dependency mechanism

Hint: When attributing a software package to a host as a dependency, only the software canonical name without its version number is
registered as a dependency (ex: I want Freemind to be installed on this machine in its latest version and Freemind to be configured

18 Chapter 6. WAPT support and training
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so that the User does not call me because she does not find the icon on her desktop!).

For each dependency, the WAPT agent will take care of automatically installing the latest available package version. So if several
versions of Freemind are available on the repository, the WAPT agent will always get the latest version, unless I have pinned the
version for reason of compatibility with other sets of tools.

Afterwards, when the agent contacts the repository to check for new updates, it will compare the package versions on the repository
with its own local list of packages already installed on the machine.

If an update of an installed package is available, the client will switch the status of the package to NEED UPGRADE. It will then
install the software updates during the next upgrade.

Private key / Public key principle

Introduction

Like Android APK packages, WAPT packages are signed; a hash of the control sum of all the files included in the package is
calculated.

This signing method guarantees the origin and integrity of the package.

Private key / Public key principle

WAPT Administrator Client host

Private key

? WAPT Agent installation
>

Public certificate Public certificate

J
)y Wy

Fig. 4: Private key/ public certificate
To work properly, WAPT requires a private key/ public key pair (self-signed, issued by an internal Certificate Authority or commer-
cially issued).

The private key will be used to sign WAPT packages whereas the public key will be distributed with every WAPT client so that
WAPT agents may validate the files that were signed with the private key.

The different public keys will be stored in the WAPT subdirectory ss1. That folder can contain several public keys.

6.1. Introduction to WAPT 19
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Package verification

When a WAPT package is downloaded, the WAPT agent (waptagent) will check the integrity of the package, and then check that
the package has been properly signed.

If the WAPT package signature does not match any of the public keys located in C: \Program Files (x86)\wapt\ssl, the
WAPT agent will refuse to install the package.

For more information, please refer to the documentation on how the installation process integrity of a WAPT package is insured.

The private certificate is important

Attention: The private key must NOT be stored on the WAPT Server, nor on any public or shared storage that could be accessed
by non-authorized personnel. Indeed, WAPT security is based on keeping the private key private.

The private key must be stored in a safe place, because she who has your key controls your network!

Finally, to ensure maximum security, the private key can be secured in a smartcard or a cryptographic token that WAPT Admin-
istrators or Package Deployer will carry physically on them, using the smartcard or the token only when needed to sign a WAPT
package.

Note: From WAPT 1.5 onward, the private key is protected with a password by default.

6.1.4 WAPT architecture and operating mode

Inventory/ information feedback

WAPT keeps a hardware and software inventory of each host.

That inventory is stored in a small database integrated in each WAPT agent.

=

° E;'?
Host inventory and status

Viewing inventory in WAPT Console

Fig. 5: Inventory feedback mechanism

* when first registering with the WAPT Server, the WAPT agent sends the entire inventory (BIOS, hardware, software) to the
server;

* when the WAPT agent updates, the WAPT agent will report its inventory status to the WAPT Server;

20 Chapter 6. WAPT support and training
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Général | Inventaire matériel | Inventaire logiciel | Tdches

Filtre

Property Walue

e e e g e e e s s m e e e mm =

o addr 152.165.149.53
dormain_cantroll.., 410,149,011
= weindowes_product_infos
key_match True
product_key
m Wiindowes T Professional
- product_id 00371-0EM-9314765-3
5 product_partnr  X15-37341
product_source  Installed from OEM rmedia,
installation_date 2013-04-08T15:07:12

- dns_dormain tranquilit.local
- workgroup_name  AUTORITE MT
- Cpu_narme Intel(R) Xean(R) CPU ES-2630 w3 @ 2. 40GHz

witidownes wersion Windows-T-6.17601-5P1
- reqgistered_ouvner Marne
- physical_memaory 2142883540
- camputer_narme W S-CAMILLE
computer_fgdn wes-carmille trangquilit.local

Fig. 6: The inventory in the WAPT console

6.1. Introduction to WAPT 21
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The central inventory allows you to filter hosts by their components, software or any other searchable argument.

Information feedback

The WAPT agents also report back their WAPT package status.

Q? ° B
Viewing status in WAPT Console | WAPT 4L\ TO-UPGRADE
< . ,
Package installation status

. € error

Fig. 7: Inventory feedback returned to the WAPT Server

In case of errors during package installation, the information will be reported to the WAPT Server. The host will then appear in
ERROR in the console.

L) ERROR @ UM.. pc-utilisateurtra..
.l ERROR [:.) Ok wisrmanage-cog.t..
@b ERROR @ UM... wm-brnatrangui...

Fig. 8: Packages with error status in the WAPT console

The Administrator can see the package returned in error in the console and fix the package accordingly.

For each upgrade, WAPT will try to install a new version of the package until no error status is returned.

Note: From WAPT 1.3.13 onward, WAPT agents sign their inventory before sending it to the WAPT Server.

For more information, please refer to signing inventory updates.

Complete diagram of the WAPT operating mechanism
We find here the common WAPT behavior, from duplicating a package from an external repository accessible on the Internet, to
deploying it on network hosts.
Read the diagram clockwise:
» import packages from an external repository (or create a new package from scratch);
* test, validate, build and then sign the package;
* upload the package onto the main repository;
* packages are automatically downloaded by WAPT clients;

* packages are executed based on the selected method:

22 Chapter 6. WAPT support and training
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WAPT Packages downloaded by agents

/ \ WAPT] \
Test - build - sign - upload WAPT packages (/—-

gy

Import package from Internet m
&
Y
Inventory Local inventory status

'J.‘l
L
g

A

I.I ‘r Viewing Inventory from the console

Fig. 9: WAPT general operating mode

The Administrator forces the upgrade;

the User chooses the right time for themself;

a scheduled task launches the upgrade;

the upgrade is executed when the machine shuts down;
* inventory information feedback;

* the updated inventory is reported in the console;

WAPT agent behavior with packages install / remove / session_setup / audit
A key concept that can be hard to understand is the behavior of a WAPT agent when installing a package and the considerations
around it.
WAPT agent package installation can be split in SSS steps:
* package downloaded in agent cache;
* package unzip to temp folder;

* setup.py content is stored in WAPT agent database located in C:\Program Files (x86)\wapt\db\waptdb.
sglite;

* software installed from unzipped files:

* in case of success: downloaded package + unzipped files are deleted and status is sent to server;

* in case of failure: downloaded package is kept - unzipped files are deleted - error status sent to server;
That behavior is important as it has an impact on further actions.
For instance when removing a package the following steps are taken:

e setup.py content is retrieved from WAPT agent database located in C:\Program Files (x86) \wapt\db\
waptdb.sglite;

* software uninstall from registry UninstallString is executed;
¢ if defined, uninstall () function is executed from retrieved package source code;

Similar steps are reproduced when executing session_setup and audit.

6.1. Introduction to WAPT 23
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PT packages

WAPT package downloaded to cache

WAPT cache
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Inventory

" WAPT vackages )

WAPT packages
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Success status / Error status

>

Success status / Error status

~
<
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.

WAPT agent

package unzipped
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kwaptdb.sqlite
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)

Fig. 10: WAPT install behavior

WAPT cache

-

L

<
s —

\waptdb.sqlite

WAPT agent
Source code retrieved from DB
N uninstall()
ﬁ ——)» session_setup()
PY )
audit()
Temp folder

/

Fig. 11: WAPT behavior with uninstall / session_setup and audit
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WAPT Server architecture

The WAPT Server architecture relies on several distinct roles:
* the repository role for distributing packages;
e the inventory and central server role for hardware and software inventory;

* the proxy role to relay actions between the WAPT console and the WAPT agents;

Repository role

First, the WAPT Server serves as a web repository.

&

Upload WAPT packages WAPT Packages downloaded by agents

> an I >
174
@ \"’-
kY -

Fig. 12: WAPT repository mechanism

* the repository role is accomplished by a Nginx web server;

* the repository allows the distribution of WAPT packages, the installers for waptagent and waptsetup;

WAPT packages are available via a web browser by visiting https://srvwapt.mydomain.lan/wapt;

* host packages are stored in a directory that is not accessible by default (https://srvwapt.mydomain.lan/wapt/wapt-host/);

Inventory server role

Second, the WAPT Server serves as an inventory server.

The inventory server is a passive service that collects information reported by WAPT agents:
* hardware inventory;
* software inventory;
* WAPT packages status;

* tasks status (running, pending, error);

Note: The WAPT service is not active in the sense that it only receives information from clients. As a consequence, if the inventory
server fails, the inventory will recover by itself from inventory status reports received from the deployed WAPT agents.

In the Community version of WAPT, access to inventory data is only possible through the WAPT console.

WAPT Enterprise 1.7 will come with a Business Intelligence like web based reporting.

6.1. Introduction to WAPT 25
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Proxy role

Third, the WAPT Server serves as a command relay proxy.

It acts as a relay between the WAPT management console and deployed WAPT agents.

&

Send a signed update/upgrade request Send a signed update/upgrade request
<4 >
& Lt
O e
.lr WAPT Server acting as proxy

Fig. 13: WAPT proxy mechanism

Note: Every action triggered on a WAPT agent from the server are signed with the Administrator’s private key. Without a valid
private key, it is not possible to trigger remote actions on remote WAPT equipped devices. For more information on remote actions,
please refer to signing actions relayed to the WAPT agents.

WAPT common interactions

update

When an update command is launched on an agent (from the console, via the command-line or via the WAPT tray), it is equivalent
to ordering the agent to check the WAPT repository for new packages. By default, the WAPT agent will look for updates every two
hours.

If the date of the Packages index file has changed since the last update, then the WAPT agent downloads the new Packages
file (between 20 and 100k), otherwise, it does nothing.

The WAPT agent then compares the Packages file with its own local database.

If the WAPT agent detects that a package must be added or updated, it will switch the status of the host and package to NEED-
UPGRADE.

It will not launch the installation of the package immediately. The WAPT agent will wait for an “upgrade” order to launch the
upgrade.

26 Chapter 6. WAPT support and training
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upgrade

When we launch a command upgrade (from the WAPT console, using the command line, with a Windows scheduled task or
manually with the WAPT tray), we ask the WAPT agent to install the packages with a NEED-UPGRADE status.

An update must come before an upgrade, otherwise the agent will not know whether updates are available.

Working principle of the WAPT agent

By default, the WAPT agent will trigger an update/ a download—-upgrade at startup; after starting up, the WAPT agent will
check every 2 hours to see whether it has something to do.

Packages to be installed will be downloaded and cached in the folder C: \Program Files (x86) \wapt\cache.

waptexit will launch an upgrade when the computer shuts down. An Administrator will also be able to launch an upgrade
from the WAPT console.

If the WAPT Server is not reachable when upgrading, the WAPT agent will still be able to install cached packages.
Inventory updates will then be sent to the WAPT Server when network connectivity returns.
The 4 goals of the WAPT agent are therefore:

* to install a base, a group or a unit package if it is available;

* to remove obsolete packages;

* to resolve package dependencies and conflicts;

* to make sure all installed WAPT packages are up to date compared to the ones stored on the repository;

* to regularly update the WAPT server with its hardware status and the status of installed software;

6.1.5 WAPT package creation
WAPT language and development environment

WAPT is built using the Python language.
Any Rapid Application Development environment intended for Python development is suitable.

Tranquil IT has developed some useful WAPT specific plugins for the PyScripter IDE (https://sourceforge.net/projects/
pyscripter).

Tranquil IT recommends using PyScripter, available with the fis-waptdev meta-package.

Principles of WAPT package development

The strength of Python

All the power of Python can be advantageously put to use.
Many libraries already exist in Python for:
* doing conditional loops (if ... then ... else...);

* copying, pasting, moving files and directories;

6.1. Introduction to WAPT 27
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* checking whether files or directories exist;

* checking whether registry keys exist;

* checking access rights, modifying access rights;

* looking up information on external data sources (LDAP, databases, files, etc);

e etc...

The power of WAPT

Functions most commonly used with WAPT were simplified within libraries called Setuphelpers.

Setuphelpers libraries simplify the process of creating and testing WAPT packages, thus validating WAPT’s main objectives:
¢ what was complicated is made simple;
¢ what was simple is made trivial,

Now, I want to install my WAPT Server!!

6.2 Security Principles

Here are documented the advanced security principles included in WAPT.

The reading of this portion of the documentation is not essential for your daily usage of WAPT; it is however recommended for you
to better understand some architectural choices made by the developers of the software.
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6.2.1 Presentation of the security principles in WAPT

Preamble and definitions

Attention: The WAPT service operates as a privileged system account.

Attention: From WAPT version 1.5, the default installation directory becomes C: \Program Files (x86) \wapt.

Hint: the sub-components wapttray, waptservice and waptexit of the WAPT agent may be optionally deactivated accord-
ing to usage context.

Perimeter to secure

The elements to secure and that strictly concern WAPT are:
e the WAPT Server (waptserver);
» the WAPT agents (wapt-get) and its sub-components (wapttray, waptservice et waptexit);
» the management console (waptconsole);
¢ the network communications between these different components;

In complement to the elements listed above, an Organization that uses WAPT will have to choose and follow a methodology that is
adapted to her use case:

* insure the safe provisioning of all other files that are to be incorporated into a WAPT package;

* develop the WAPT package python installation script so as to avoid any exploitable security or confidentiality defect;
* manage in a safe way the private keys for signing the packages;

* manage in a safe way the Autorities of Certification and Revocation for the SSL and HTTPS certificates;

The safe management of these complementary elements is excluded from the perimeter of this documentation.

Description of typical users

The following roles must be understood to evaluate the security principles incorporated in WAPT:
» User
individual/ user of a WAPT equipped end-device (Enterprise and Community);
* Package Deployer

individual with the ability to sign packages that DO NOT contain python code (generally group, host and unit packages) and
to upload the package to the main repository (Enterprise);
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* Package Developer

individual with the ability to sign any package, may it include or not include python code, and to upload the package to the
main repository (Enterprise);

¢ SuperAdmin
all priviledged account in WAPT (Community);
* Local Administrator

individual with local administration right of the WAPT equipped end-devices (Enterprise and Community);

Note: Depending on the context within this documentation, an Administrator will have the meaning of a Package Deployer, Package
Developer or SuperAdmin.

Note: The Users that are members of the Active Directory security group waptselfservice are considered to be Local Administrators
from the point of view of WAPT security.

Description of the sensitive assets in WAPT

By definition, a sensitive asset is a data (or a function) that is considered as having value to an attacker.
Its value is estimated according to several security criteria (also called security needs):

* availability;

* integrity;

* confidentiality;

* authenticity;

The sensitive assets to protect are as follows:

Sensitive assets A1: communications

Communications between the central WAPT Server and the WAPT agents, as well as the communications between the WAPT console
and the WAPT Server are a sensitive asset and they must be protected.

Note: Need for securing the communications
* integrity;
* confidentiality;

* authenticity;
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Sensitive asset A2: inventory data

The informations on the state of deployment of the packages, as well as hardware and software configurations of the end-devices are
a sensitive asset and they must be protected.

Note: Security need of the inventory data
* integrity;

* confidentiality;

Sensitive asset A3: log journals

The logs generated by WAPT on the central server and by the agents are a sensitive asset and they must be protected.

Note: Security needs of historical logs

* availability;

Sensitive asset A4: configuration values

The configuration values (HTTPS server keys, database access configuration, server authentication configuration) are sensitive and
they must be protected.

Note: Security needs of configuration values
* integrity;

* confidentiality;

Sensitive asset A5: WAPT executables on the end-devices

The WAPT executables installed on managed clients are a sensitive asset and they must be protected (i.e. the content of the <WAPT>
directory that includes the binaries, the configuration files and the local database).

Note: Security needs of configuration values

* integrity;
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Sensitive asset A6: authentication

Authentication to the administration console as well as the authentication of the clients on the WAPT Server are a sensitive asset and
they must be protected (public key of each WAPT agent).

Note: Security need of the authentication
* integrity;

* confidentiality;

Description of hypotheses on WAPT’s working environment

By definition, the hypotheses are statements on WAPT’s usage context or its working environment.

The following hypotheses on WAPT’s working environment must be considered:

Hypothesis H1: the Administrators and the Package Deployers are trained

The Administrators and the Package Deployers are trained on WAPT usage. In particular, they must insure that their logins, passwords
and private keys are kept secret.

Hypothesis H2: the operating systems underlying WAPT are sane

WAPT’s underlying operating systems implement adequate protection mechanisms that are configured according to good practice
(confinement, access control, etc).

The underlying operating system are patched and up to date at the time of the installation of WAPT, they are free of viruses, trojan
horses, etc.

Hypothesis H3: the binaries necessary for WAPT to operate are sane

All libraries and tools necessary to install WAPT are considered to be sane. Upon the WAPT agent receiving a request, the agent
verifies that the request has been properly signed.

Hypothesis H4: the WAPT packages are built in a safe manner

The Administrator is responsible for insuring that the files to be incorporated into a WAPT package come from safe sources and are
free of viruses, trojan horses, etc.
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Hypothesis H5: the Users of the end-devices are not Local Administrators

A User must not have local administration rights on the WAPT equipped device. Otherwise, the User must be considered a Local
Administrator.

In particular, a User must not have write access to WAPT’s installation directory.

Hypothesis H6: the Local Administrators are trained

The Local Administrator of a device must be trained to use WAPT, or at minimum he must not make changes to files located in
WAPT’s installation folder.

Description of threats on WAPT’s sensitive assets

By definition, a threat is an action or an event susceptible to bring prejudice to the security of the WAPT equipped device.
The threat agents to be considered for evaluating security in WAPT are as follows:

* Unauthorized entities: it is a human attacker or en entity that interacts with WAPT without legitimately having access to it.

Note: The Administrators and the Local Administrators are not considered to be attackers.

The threats bearing on WAPT’s sensitive assets defined above are as follow:

Threat T1: installation of an unsafe software by an unauthorized entity

This threat corresponds to an attacker that would be able to use a component of the WAPT agent to permanently install a malicious
application, or to remove or deactivate a security component on the WAPT equipped device.

Threat T2: modification of configuration values by an unauthorized entity

The threat corresponds to an attacker that would be able to modify a configuration element of WAPT that had been previously defined
by a legitimate WAPT Administrator.

Threat T3: illegitimate access by an unauthorized entity

This threat corresponds to an attacker that would be able to recover the login credentials of an Administrator, or bypass the authenti-
cation mechanism in such a way to access or alter a sensitive asset stored on the server. It also corresponds to an attacker being able
to impersonate a WAPT agent.
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Threat T4: network listening by an unauthorized entity

This threat corresponds to an attacker being able to intercept and gain knowledge of network traffic between the WAPT agents and
the server hosting WAPT.

Threat T5: modification of network traffic by an unauthorized entity (type Man In The Middle)

This threat corresponds to an attacker being able to alter network traffic between the agents and the server hosting WAPT, or between
the console and the WAPT Server.

Description of WAPT’s security functions

By definition, security functions are the set of technical measures and mechanisms implemented to protect in a proportionate way the
sensitive assets against identified threats.

Security function F1: access authentication
Security function F1A: authentication of a device on initial registration in the WAPT database

New in version 1.5.

Note: risks avoided
* the registering of an illegitimate device in the database;
* adenial-of-service attack by overloading the database;

* the insertion of a fraudulent inventory in the database;

Solution implemented

To exist in the database and thus to appear in the management console, a device must register with the WAPT Server using the
register command.

The register command may be executed automatically when installing or updating the WAPT agent if the device has a Kerberos
machine account that is correctly registered in the Organization’s Active Directory domain.

If the device does not present to the WAPT Server a valid Kerberos ticket, then the register fails;

Note: The Kerberos registration method assumes that the Active Directory server is responsive at the time of launch of the
register command.
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Security function F1B: verification of server HTTPS certificates by the WAPT agents

New in version 1.5.

Note: risks avoided (notably MITM)
* the sending of sensitive informations to an illegitimate and unauthorized WAPT Server;
* the recovery of sensitive informations by an unauthorized entity;
* the display of fake information in the management console of the Administrator;
* an incorrect date to be sent upon a HEAD request, thus preventing future upgrades (request for a modified file date);

* sending the WAPT console password to an illegitimate and unauthorized WAPT Server;

Solution implemented

For the secured version of WAPT to work correctly:

* an option for verifying the server HTTPS certificate is introduced in C: \Program Files (x86) \waptwapt—get.ini
on the WAPT agents that will force the verification of the server certificate by the WAPT agents;

* an option for verifying the server HTTPS certificate is introduced in C: \Program Files (x86) \waptwapt—get.ini
on the WAPT agents that will force the verification of the server certificate by the WAPT console;

Technically, it may be implemented in two ways:

* by using a certificate verification tool implemented in the configuration file of WAPT’s Nginx web server; this method is
typically provided by a Certificate Authority that is trusted by your network;

* by using the certificate pinning method, which consists of providing the WAPT agent a short list of trusted certificates that will
be stored in C: \Program Files (x86)\wapt\ssl\server;

Security function F1C: no listening port on the WAPT agents

New in version 1.5.

Note: risks avoided

* an unauthorized entity using an open port fraudulently;

Solution implemented

The connections to the WAPT Server are initiat